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Why Develop a Security Risk Management Process?

 Security risk management
• A process for identifying, prioritizing and managing risk to an 

acceptable level within the organization

 Formal security risk management process can address the
following:

• Threat response time

• Regulatory compliance

• Infrastructure management costs

• Risk prioritization and management



Security Risk Analysis and Management Framework (1)
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DEFINITIONS

• Threat: Harm that can happen to an asset

• Impact: A measure of the seriousness of a threat

• Attack: A threatening event

• Attacker: The agent causing an attack (not necessarily human)

• Vulnerability: a weakness in the system that makes an attack more likely
to succeed

• Likelihood: potential for an event to harm

• Risk: a quantified measure of the likelihood of a threat being realised

• Prevention: reduces likelihood

• Mitigation: Reduces impact

The meanings of terms in SRM area is not universally agreed!!! 

Security Risk Analysis and Management Framework (2)



Organization's Security Risk Management
ISO 31000 Standard (2009)
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SRM CYCLE: 2 MAJOR SUB-PROCESSES



SRM Process



Risk Management Risk Assessment 

Goal 
• Manage risks across business

to acceptable level
• Identify and prioritize risks

Cycle 
• Overall program across all

four phases

• Single phase of risk

management program

Schedule • Scheduled activity • Continuous activity

Alignment • Aligned with budgeting cycles • Not applicable

SECURITY RISK MANAGEMENT vs SECURITY RISK ASSESSMENT 



SECURITY RISK ASSESSMENT: VULNERABILITIES



SECURITY RISK ASSESSMENT: CRITERIA

SECURITY RISK: ACCEPTANCE CRITERIA



SECURITY RISK ANALYSIS (SRA)

SRA involves the identification and assessment of the levels of risk, 
calculated from the

• Values of assets

• Threats to the assets

• Their vulnerabilities and likelihood of exploitation

SECURITY RISK ANALYSIS (SRA): goals

• All assets have been identified

• All threats have been identified: their impact on assets has been
valued

• All vulnerabilities have been identified and assessed



SECURITY RISK ANALYSIS (SRA): levels

Better to use levels: 

1. High, Medium, Low

• High: major impact on the organisation

• Medium: noticeable impact (“material” in 
auditing terms) 

• Low: can be absorbed without difficulty

2. 1 - 10

RESPONSES TO RISK

• AVOID it completely by withdrawing from an activity

• ACCEPT it and do nothing

• REDUCE it with security measures

SELECT AND APPLY SECURITY MEASURES: possible
• Transfer the risk (e.g. insurance)

• Reduce vulnerability (e.g. publicize security measures in order to deter attackers,

• Choose effective preventive measures (e.g. access control, encryption),

• Reduce impact (e.g. use fire extinguisher / firewall)

• Recovery measures (e.g. restoration from backup)

Level State

0 Non-existent

1 Ad hoc

2 Repeatable

3 Defined process

4 Managed

5 Optimized



RISK MATRIX IMPACT
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SECURITY RISK MATRIX



Well-Formed Risk Statement (Exposure)

Impact
What is the impact to the 

business? 

Probability
How likely is the threat given 

the controls?

Asset
What are you 

trying to 
protect?

Threat
What are you 

afraid of 
happening?

Vulnerability
How could the 
threat occur?

Mitigation
What is currently 

reducing the 
risk?

COMMUNICATING SECURITY RISK



Security risk management program/strategy in the 
organization

REACTIVE
process that responds to security 

events as they occur

PROACTIVE
process that reduces the risk of new 
vulnerabilities in your organization

Benefits Drawbacks

Quantitative

• Risks prioritized by financial impact;
assets - by their financial values

• Results facilitate management of risk by
return on security investment

• Results can be expressed in
management-specific terminology

• Impact values assigned to risks are
based upon subjective opinions of the
participants

• Very time - consuming

• Can be extremely costly

Qualitative

• Enables visibility and understanding of
risk ranking

• Easier to reach consensus

• Not necessary to quantify threat
frequency

• Not necessary to determine financial
values of assets

• Insufficient granularity between
important risks

• Difficult to justify investing in control as
there is no basis for a cost-benefit
analysis

• Results dependent upon the quality of
the risk management team that is
created



VISION
to manage the protection of an organization’s-wide assets, 

enabling the business to advance its mission

Organization’s SRM process

MISSION
is to provide consistent identification, evaluation, and 

treatment of security risks to mitigate potential impacts to 
the business and prioritize protective activities

GOALS 

 to establish organizational policies, procedures, best
practices, and capabilities

 to identify and manage security risks to the organization in
an effective, consistent, and efficient manner



Drivers of SRM



CONCLUSIONS

1. Problems:
• Lack of precision
• Volume of work and volume of output
• Integrating them into a ”normal” development process

2. Decide on security risk management methodology

3. Determine your maturity level

4. Conduct security risk assessment & decision-making support

5. Implement controls & measure effectiveness
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